Bates ACCESS CONTROL

Key and Card Access Policy

Student ACCESS aNd KEYS........ccciiiiiiiiiiciieiirrr s e s ssssn s s s s s snns e e s e s s s s s s nnnnn e e e e ennnnnnns 2
Access to Residence HallS..........ooo oo 2
Student RESIAENCE KEYS......coiiiiiiiiiieee et e e e e e e e e nneeees 3
Access and Student Keys for ROOM Changes.............uuuuuuuiiuuiiiniiiiiiiiiiirsiiseieeseeeeeeeeeeeeeeeeeeeeees 4
0L LY o o o3 O L | PSR 4
Student Club and Organization Office KeYS........cccuuuiiiiiiiiiiee e 4
Student - Non-Residential KeYS..........oouuiiiiiiiii e 4

Faculty and Staff Keys.......cccciiiiiiiii s 5
Key Copying, Duplicating, Swapping and Passing to Others......................ccc, 5
Employees on Leave, Seasonal Employees, Academic Year Employees...........cccccceecinnnnnnes 5
MASTET KBYS.....ce ittt e e et e e e e e e et e e e e e e e r e e e e e e 6
RELUINING KEYS....c ettt e e e e e e e e e e e e e e e eanneees 6

Lost or Stolen Keys Reporting PoOliCy.......cccccouiiiimmmmmiiinnsssrrs s s sssssnnnes 7

Lost ID Card, Temporary ID Card — Request a Replacement ID Card...........cccccevmummmmmennecnes 7

Vendor Key and Access Card ISSUANCE...........c.ucciiiiiiiiiiiiiecsssssssses s ss s s s s s s s s ss s s s s s e s s s s s s e s s s s s sssssse s 7

Rental Property KeYsS........ouiiimiiiiiiisrnn s s ssss s s s sannnes 8

OVErVIEeW Charges........ccceeeiiiiiiesiir s s nr e e e nnn e e e e e nnaan 8
Faculty and Staff Keys - Lost, Stolen, or Unreturned (charged to the departmenty................. 8
Student Residence Keys - Lost, Stolen, or Unreturned...................ocoo o, 8
Student Non-Residential Keys - Lost, Stolen, or Unreturned...............ccoooiiiiiiiiiiiiiiiciciiininnns 8
Student Lost ID Card, Temporary ID Card........ccccooiioiieiiiiiiieeieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeees 8
StUAENT LOCK OUL...c.iiiiieeieeee e 9

Tampering with Access Control Equipment...........cccccoioiiiiinsnsnensssseesseeeceeeee e eeeseeenee 9

Propped DOOKS.........ccoiiiiiiiieiieecssssr s s rr s mnassssss s s s e e e s s snmssssssssssrararnnmasssssssssenmnrnnnnsssssssssnnmnnnnnnnnsnnnnnes 9

SECUNLY SCIEENS........cceieeeieeiieetee et e e e e e e e e e e e s s e e s aa s e s e e s s s aaaaaaasaa s sssssnssnssnnnen 9

Monitoring and Data..........ccccuuiiiimmmmmir s ———————— 9
Electronic Access System INformation.............oooiiiiiiiiiiiii e 9
[ F= = U= (= o (T o SN 10
System AdMINISIrators. ... ... e e e e e e e aaaaaas 10
Bluetooth Tracking (Tile) Of KEY RINGS......uuuuiiiiiiiiiiieiiieeeeeeeeeeeeeeeeee e, 10
Requests for Access Control Electronic Data Including Tiles............cocovveiiiiiiiiiiiiinie 10

Appendix 1: Best PractiCes fOr KeYS. .. .o e e e e e eeeeeeeeees 12



Bates ACCESS CONTROL

Purpose

Bates College Campus Safety and Facility Services work together to maintain an
access control system that supports the safety of Bates community members, facilities,
property, assets and information. All College community members share in this
responsibility and can take steps as outlined in this policy to enhance safety and
security on campus. This policy can be amended at any time.

Student Access and Keys

Access to Residence Halls

All residence building entrance doors are locked at all times. It is prohibited to prop
doors. Students are issued an exterior door access card. Matriculated students who are
assigned housing on the Bates College campus are granted access that allows them to
open one or more outside doors of their assigned residence building at all times during
the academic year. In addition, access is granted to all college residence buildings from
7 am to 12 midnight Sunday through Thursday and from 7 am to 2 am Friday and
Saturday, during fall and winter semesters.

Residences will be closed during the break between fall and winter semester. The
College may provide residential accommodations for certain break or recess periods to
a limited number of students by prior arrangement. Students approved to remain on
campus between fall and winter semester have 24 hour access to their break period
residence only. Students returning to Bates early will be allowed access only in special
circumstances. The Office of Residence Life shall determine the first day and the final
day of residence for all semesters and more information can be found on the
Residential Calendar. For specific policies on summer and short term, please see the
Residential Life website.

Student Affairs will determine the termination of access timeframe for students who
leave the College during the semester.

Matriculated students who are not living in a college residence building have access
that allows them to open one or more outside doors of all college residence buildings
from 7 am to 12 midnight Sunday through Thursday and from 7 am to 2 am Friday and
Saturday while classes are in session.

Students who are studying somewhere other than the college campus or students who
are on leave of absence do not have access to college residence halls.


https://www.bates.edu/housing/residential-calendar/
https://www.bates.edu/housing/
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Students from other schools, including High School Scholar students do not have
access to college residence halls.

Faculty have access to college residence buildings if one or more of their classes meet
in a residence building. Faculty will have access to the college residence building(s) in
which their class(es) meet, during class times.

Staff whose job responsibilities require them to enter college residence buildings have
access as their duties require. On-call staff who need to enter college residence
buildings have 24 hour access.

Requests for access to residence buildings not covered in this document should be
made to the Access Control Office for review.

ID cards remain the property of Bates College. When requested by a college official,
students are required to produce their college ID. Students using an ID card assigned to
someone other than themselves are in violation of the College Code of Student
Conduct.

Student Residence Keys

Students are issued one key to their residence room (unless the room has card/pin
access). Students are required to present a valid college ID and sign an
acknowledgment of the Key and Card Access Policy at the time they receive the key.
Keys remain the property of Bates College. Keys may not be duplicated.

Students are strongly encouraged to lock their residence room while away, especially
when leaving for extended periods of time. College officials may lock a student’s
residence room at any time. See section for Lock Out.

Student residence keys must be returned within 24 hours of the final day of residence.
The Office of Residence Life shall determine the final day of residence for all semesters
and more information can be found on the Residential Calendar. If a student leaves the
College prior to the end of the semester, it is the student’s responsibility to return their
assigned keys to the Access Control Office. Students are responsible for lost, stolen,
and unreturned keys and charges will be applied to the student account.



https://www.bates.edu/access/access-control-key-request-form/
https://www.bates.edu/student-conduct-community-standards/student-conduct/code-of-student-conduct/
https://www.bates.edu/student-conduct-community-standards/student-conduct/code-of-student-conduct/
https://www.bates.edu/housing/residential-calendar/
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Access and Student Keys for Room Changes

Room changes are managed by the Office of Residence Life. In the event of a room
change, the student will be issued the key to their new room and allowed to keep the
key to their former residence for a maximum of 48 hours for the purposes of relocating.

Students will be expected to move their belongings from their former residence from 7
am to 12 midnight Sunday through Thursday and from 7 am to 2 am Friday and
Saturday.

Card access for students who change residence buildings during the semester will be
changed to reflect their new residence.

If the key to the former residence is not returned to the Access Control Office within 48
hours, the key will be considered unreturned. Students are responsible for lost, stolen,
and unreturned keys and charges will be applied to the student account.

Student Lock Out

One free lock out is permitted each semester per student. A lock out fee will be charged
to the student account for each additional lock out during the semester.

To request to be let into your room, or, if you have questions about a lockout fee,
contact Campus Safety at 207-786-6254.

Student Club and Organization Office Keys

Students may be issued keys to Student Club and Organization offices. The key request
must be made online by the Office of Campus Life. Keys remain the property of Bates
College. Keys may not be duplicated.

Keys must be returned within 24 hours of the student’s move out date. Keys returned
after that date are considered unreturned. Keys needed for summer must be returned
and reissued. Students are responsible for lost, stolen, and unreturned keys and
charges will be applied to the student account.

Student - Non-Residential Keys
Students may be assigned keys to rooms in academic buildings when necessary for
their academic or employment responsibilities. Students will not be issued master keys.


https://www.bates.edu/housing/room-change-process/
https://www.bates.edu/access/key-access-request-form/
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The request for keys must be made online and be approved by the Department Chair or
appropriate staff member. After approval from the Access Control Office, the keys will
be issued within one business day. Keys remain the property of Bates College. Keys
may not be duplicated. If a key is not picked up within four weeks, the request will be
deleted and another request will need to be issued to obtain the key.

Keys must be returned on the last day of the employment or academic assignment.
Keys returned after that date are considered unreturned. Students are responsible for
lost, stolen, and unreturned keys and charges will be applied to the student account.

Faculty and Staff Keys

Requests for the issuance of keys may be made by an employee’s supervisor or a
person responsible for an area. Supervisors are responsible to keep keys secure and
ensure best practices for keys within their department.

College employees will be issued keys based upon their access needs. Key requests
shall be made online to the Access Control Office.

Keys are issued to individuals and not to departments. Departments shall not retain
keys returned by employees for reissue.

Keys need to be picked up within four weeks after the request has been approved.
Faculty and Staff are required to present a valid college ID and sign an
acknowledgment of the Key and Card Access Policy at the time they receive the key. If
a key is not picked up within four weeks, the request will be deleted and another request
will need to be issued to obtain the key.

Departments are responsible for lost, stolen, and unreturned key charges for their
employees.

Key Copying, Duplicating, Swapping and Passing to Others
Keys remain the property of Bates College. Keys may not be duplicated. Keys may not
be swapped between individuals or passed to new employees in the same role.

Employees on Leave, Seasonal Employees, Academic Year Employees
Supervisors will hold the keys of employees who are on leave, out of season, outside
the academic year, etc. If the employee is not returning to the college, keys have to be
returned to the Access Control Office. It is not permitted to hand keys to a new


https://www.bates.edu/access/key-access-request-form/
https://www.bates.edu/access/best-practices-for-keys-and-master-keys/
https://www.bates.edu/access/key-access-request-form/
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employee in the same role. Departments are responsible for lost, stolen, and
unreturned key charges for their employees.

Master Keys

Master keys will be issued on a very limited basis and only to individuals who need
access to multiple locations for their employment. Students will not be issued master
keys.

Supervisors and their employees are collectively responsible to secure master keys.
Supervisors are required to establish and communicate clear policies for master keys.

See best practices to keep master keys secure. Departments are responsible for lost,
stolen, and unreturned master keys charges.

Employees with Master Keys might be required to have a bluetooth tracking device on
their key ring. See more information about keyring trackers.

Returning Keys

Keys remain property of Bates College. Returning keys to the Access Control Office is
mandatory. Keys are considered “returned” once they have been returned to the Access
Control Office, either by handing to an Access Control employee during business hours,
or by using the drop box available 24/7 at the Access Control window.

Employees are required to return keys they no longer need to fulfill their job
responsibilities. Departments will be charged for unreturned keys.

Employees leaving the college are expected to return all college keys to the Access
Control Office on or before the last day of employment. Keys given to supervisors, or
left in offices, rooms, or rental units are not considered returned and may be billed as
unreturned.

A key is considered unreturned once it is exactly one week past the last day of
employment. At this point the department will be charged. Charges will not be removed
once issued because the college will have already taken action to replace the key and
make necessary arrangements. If costs to replace hardware associated with the loss of
key exceeds $3,000 and must be replaced, these costs will also be charged to the
employee's department.

Departments are responsible for lost, stolen, and unreturned key charges.


https://www.bates.edu/access/best-practices-for-keys-and-master-keys/
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Lost or Stolen Keys Reporting Policy

If a key is lost or stolen, it must be reported to the Access Control Office and to Campus
Safety immediately.

Lost ID Card, Temporary ID Card — Request a Replacement ID Card
An ID card that is lost, stolen, or not working needs to be reported in Garnet Gateway or
in the Access Control Office or Campus Safety as soon as possible. Outside of
business hours, a temporary card will be issued by Campus Safety, valid until 12 noon
the next business day. A temporary card will have the same building and meal access
as your ID card. Your replacement ID card needs to be picked up at the Access Control
Office after 9 am on the next business day. You are required to return the temporary
card at the time the replacement ID card is issued.

Student Accounts will be charged for lost ID card and lost temporary ID card.

Vendor Key and Access Card Issuance
For vendors working with Facility Services, the Facility Services’s Vendor Key and
Access Card Issuance Policy applies.

For all other departments: The expectation of working with vendors is that an employee
of the department remains the primary campus contact with the vendor. The campus
contact will request access. Keys and cards will be issued within one business day. The
campus contact is responsible for picking up the keys from the Access Control Office.

By requesting access, the department agrees to be responsible for the keys and cards
and to ensure all items are returned by the end date specified. If an item is not returned
by the designated date it is considered unreturned. Requests for a vendor must be

made using the Key & Card Access Request Form for Non-Bates Community Members.

Lost keys and cards need to be reported to the Access Control Office and Campus
Safety immediately (24/7) so that access permissions on lost cards can be revoked.
Access cards and keys will be reissued after the requesting department has paid the
charge and requested in writing, replacement card and keys.

Host departments are responsible for lost, stolen, and unreturned key charges.
Departments are responsible to communicate costs related to lost keys with vendors
and include them in their contract agreements.


http://bates.edu/g
https://www.bates.edu/facility/vendor-key-and-access-card-issuance/
https://www.bates.edu/facility/vendor-key-and-access-card-issuance/
https://www.bates.edu/access/628-2/
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Rental Property Keys

Tenants of college are issued two keys to each entrance. More than two keys will be
issued in certain circumstances. The keys need to be picked up at the Access Control
Office. A photo identification is required at the time of pick up.

All keys must be returned to the Access Control Office on the day the tenant vacates
the rental unit (24/7). Keys are considered unreturned the day after the rental contract
ends.

Lost keys need to be reported to the Access Control Office and to Campus Safety
immediately (24/7). Access Control decides if and when a lock change is warranted.

Tenants will be charged with the cost of lost, unreturned keys and lock changes.

Overview Charges

Faculty and Staff Keys - Lost, Stolen, or Unreturned (charged to the
department)

$120 for each key

$1,500 for one master or sub-master key

$3,000 for a key ring of master or sub-master keys

If costs to replace hardware associated with the loss of key exceeds $3,000 and
must be replaced, these costs will also be charged to the employee's
department.

$50 for Tile Pro

$10 for tamper proof key ring

Student Residence Keys - Lost, Stolen, or Unreturned
e $120 for each key

Student Non-Residential Keys - Lost, Stolen, or Unreturned
e $120 for each key

Student Lost ID Card, Temporary ID Card
e $25 for each replacement ID card
e $10 for each unreturned temporary card
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Student Lock Out
e One free lock out per semester
e $25 for each additional lock out

Tampering with Access Control Equipment

It is prohibited to tamper with Access Control equipment, e.g. card readers, doors,
locks, pin pads, etc. Replacement costs for damaged access equipment will be charged
to the person responsible.

Propped Doors

It is prohibited to prop doors. The propping of exterior doors compromises that safe
living environment, and it is requested that community members do not prop exterior
doors to Bates College buildings. Campus Safety will secure any propped exterior doors
that they locate while on shift either responding to calls or while traveling campus
proactively.

Security Screens

Security screens need to be closed at all times. Open security screens are a violation of
the policy and Campus Safety or other Facility Services will secure open security
screens.

Monitoring and Data

Electronic Access System Information

The Electronic Access System records entrances to all student residences and other
designated buildings as well as other access points. The system accomplishes this by
recording the information from the card presented for entry and verifying that the
individual to whom the card has been assigned has permission to enter the building.
The system creates and stores a record of the date, time, and location of events,
including entries, alarms, malfunctions as recorded by the card readers.

While the system verifies the card was issued to a person who has permission for entry,
it cannot ensure the person presenting the card is actually the person to whom the card
was issued. The system stores a record of card accessed entries. Individuals gaining
entry without use of a card will not be recorded by the system. The system will not
record individuals exiting the building.



Bates ACCESS CONTROL

Data Retention

The event monitor, located in the Security building, contains an event screen which
displays current status of the system, and produces an event notice for such things as
propped doors, forced entry attempt, entry attempt by an invalid card, etc. The event log
will be cleared periodically.

In addition to the event log, the electronic access system maintains an activity log. This
log retains a record of all activity across the card system. Data will be retained pursuant
with Maine statutes and may be retained indefinitely.

System Administrators

Designated staff will have access to the security system permissions file and database.
These individuals include: The Director of Campus Safety, the Director of Campus
Safety’s designee(s), Electronic Access System Management designee(s), the Campus
Events Office, and Information and Library Services designee. These individuals are
responsible for the development and maintenance of access permissions, timely
updating of permissions (using the College’s central administrative database as the
source), and routine system maintenance.

Bluetooth Tracking (Tile) of Key Rings

Access Control is the owner of the Tile. Access Control will authorize the holder of the
key ring to be able to update the Tile’s location, ring the Tile, look for its last known
location on the map, and ask to be notified when the Tile is found.

Requests for Access Control Electronic Data Including Tiles
Subpoenas, warrants, court orders and other requests for the release of any electronic
data related to a civil or criminal investigation or legal proceeding should be directed to
the Director of Campus Safety who will confer with the General Counsel.

Requests for the release of any electronic data for matters unrelated to a civil or criminal
investigation or legal proceeding should be directed to the Director of Campus Safety,
who will have the authority to respond on behalf of the College except in the case of
release of data involving employees. Such requests require the approval of the
Assistant Vice President for Human Resources.

The following procedures have been established to authorize the review of individual
information associated with electronic access data.

10


https://support.thetileapp.com/hc/en-us/articles/205040828
https://support.thetileapp.com/hc/en-us/articles/220478948
https://support.thetileapp.com/hc/en-us/articles/220478948
https://support.thetileapp.com/hc/en-us/articles/201155178
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1. A written or verbal request by an authorized administrator must be made to the
Director of Campus Safety or a Student Affairs designee stating the information
requested and the reason(s) for the request. The Director of Campus Safety or a
Student Affairs designee will review the request and recommend approval or denial of
the request.

2. To assist in an on-going investigation, The Director of Campus Safety, or the
designee of the Director of Campus Safety, may review card-system information.

3. System information, including records of individuals, will be retained pursuant to
Maine statutes and may be retained indefinitely.

11
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Appendix 1: Best Practices for Keys

Bates College Campus Safety and Facility Services work together to maintain an
access control system that supports the safety of Bates community members, facilities,
property, assets and information. All College community members share in this
responsibility and need to take steps to enhance safety and security on campus.

Keys must be kept secure at all times.

Keys shall not be left unattended or accessible to unauthorized individuals.
Lost and stolen keys must be reported immediately.

Keys need to be returned upon termination of employment or if the key is no
longer needed to fulfill job responsibilities.

Don’t duplicate keys.

Don't unlock doors to unauthorized persons.

Don't give your key to someone else.

Master Keys
e Supervisors and their employees are collectively responsible to secure master
keys.
e Supervisors need to establish and communicate clear policies to ensure that
master keys are secure.
e Supervisors are responsible for communicating the risks associated with carrying
master keys.
e Don’t give your master key to anybody, including other Bates employees,
colleagues, and students.
Consider adding a bluetooth tracker (e.g. Airtag or Tile) to your key ring.’
Unless employees job responsibilities require otherwise,
o Don’t request master keys
o Don’t take master keys home
o Leave master keys at a secure location at Bates, e.g. in your locked office,
in a locked desk drawer

' Some key rings with large numbers of master keys will be equipped with a bluetooth tracker by Access
Control.
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